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Introduction

This article supplements the guidance “What to log and monitor in an ICS/OT Environment” and
provides a worked example of the Consequence-driven engineered logging and monitoring (CEMol)
approach to logging and monitoring. A second example will explain the approach based on the
Simplified Collection Management Framework.

For this example, we will re-use fictional case study “Admin Corp” previously used by the NCSC to
explore the application of the Secure Design Principles.

Admin Corp runs a plant that produces Adminox, a highly volatile, refined form of administrative
paperwork that is essential to every organisation in the country. It is created from volatile raw
products using a continuous chemical process.

Admin Crop have followed various NCSC principle-based guidance elements, including:

e secure design principles,

e the security architecture includes Logging Made Easy (LME) in the business environment,

e asingle, multi-factor authenticated VPN gateway providing access to the ICS/OT
environment,

e aPrivileged Access Workstation (PAW) combined with a Virtual Desktop Infrastructure (VDI)
solution, using a separate Privileged Access Management (PAM) System for the ICS/OT
Environment, is used to constrain user activity to agreed policies, with network (using a
network intrusion detection solution) and host (using a host based intrusion detection
solution) detection rules applied across the network of ICS/OT assets.



https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fukncsc.atlassian.net%2Fwiki%2Fspaces%2FCES%2Fpages%2F3561750642%2FWhat%2Bto%2Blog%2Band%2Bmonitor%2Bin%2BICS%2BOT%2BEnvironments&data=05%7C02%7CRob.D4%40ncsc.gov.uk%7Cf116662546e34756eb2c08dc9cc7f35e%7C14aa5744ece1474ea2d734f46dda64a1%7C0%7C0%7C638557629797913750%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=CX0bpOJUkNP3cHDOnd9xqZ2jc8TayxuonehKmPYAVIY%3D&reserved=0
https://www.ncsc.gov.uk/collection/cyber-security-design-principles/examples/study-operational-tech
https://www.ncsc.gov.uk/collection/cyber-security-design-principles
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://www.ncsc.gov.uk/collection/secure-system-administration/gain-trust-in-your-management-devices
https://www.vmware.com/uk/topics/glossary/content/virtual-desktop-infrastructure-vdi.html
https://www.vmware.com/uk/topics/glossary/content/virtual-desktop-infrastructure-vdi.html
https://www.ncsc.gov.uk/collection/secure-system-administration/use-privileged-access-management

A jump server is used to constrain user activity to agreed policies, and provide an opportunity for
logging and monitoring, although Admin Corp recognise that it does not necessarily improve the
security posture of remote access. In addition, network and host detection rules are applied across
the network of ICS/OT assets.

CEMol Step 1: Consequence Identification

A previous Tabletop Exercise (TTX) undertaken by the Admin Corp ICS/OT Security team, had
identified potential unacceptable consequences resulting from a compromise of the Safety
Systems within the Admin Corp environment. This could require that monitoring be undertaken to
reduce the impact to the local environment due to an unsafe release of Adminox.

This had resulted in new controls being implemented to improve the control of the transfer of data
via removable media onto the engineering laptops. Whilst the chosen controls had the capability to
be integrated into a monitoring and logging solution, it was not implemented in the first phase.

CEMol Step 2: Attack Trees

In order to identify the monitoring and logging requirements associated with the new controls, a
high-level attack tree was developed, which highlighted the potential paths, associated with the
use of Identifying removeable media, through which a system could be compromised, and an
unacceptable consequence realised.


https://www.ncsc.gov.uk/blog-post/cni-system-design-secure-remote-access
https://www.ncsc.gov.uk/blog-post/cni-system-design-secure-remote-access
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Figure 1: Basic high level Attack Tree example

CEMol Step 3: ATT&CK Matrix

Given the ICS/OT environment used within Admin Corp, it was decided to use the standard MITRE
ATT&CK for Industrial Control Systems framework. (MITRE ATT&CK is a globally accessible
knowledge base of adversary tactics and techniques based on real-world observations).

CEMol Step 4: Kill Chain Analysis

The previously generated Attack trees were then used, in conjunction with the ATT&CK Matrix, to
highlight potential methods by which malicious activity associated with the use of removeable
media could be identified, and suitable actions undertaken within the timeframe required to
prevent realisation of the identified consequences.

Assets associated with the specific kill chain steps, including the new controls, were included on
the kill chain.


https://attack.mitre.org/matrices/ics/
https://attack.mitre.org/matrices/ics/
https://www.proofpoint.com/uk/threat-reference/cyber-kill-chain

CEMol Step 5: Tactics, Techniques and Procedures Identification

The kill chain analysis was updated, using the Tactics, Techniques, and Procedures (TTPs) from the

MITRE ATT&CK Matrix, to identify the relevant TTPs associated with the steps in the kill chain.
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Figure 2 - Kill Chain steps with respective identified TTPs




CEMol Step 6: Identification of Indicators

The information from the Kill Chain was summarised in table 3 below as a start of development of a
data collection schedule. This focused initially on the information/logging needed to undertake
threat detection, tied to the specific phases of the ICS Kill Chain and specific Mitre Att&CK Matrix

TTPs.

Table 3: Kill Chain Summarisation example (With TTPs)

ICS Kill Chai Mit
Asset ID |Information Data Source ! ain tre Action Enabled
Phase(s) TTP
Apblication Lateral Prevent connection
MVS_01 Malware Detected PP TAO109 | of laptop to
Logs Movement
controller
Compromised code |Application |Lateral Prevent connection
Laptop_01 P bp TA0109 | of laptop to
detected Logs Movement
controller
Compromised Application | Lateral Prevent connection
Laptop_01| .. P bP TAO0109 | of laptop to
firmware detected Logs Movement
controller
Compromised code Impair Process
SIS_01 prom pair =T T0833 Suspend Operations
detected Control
C ised | irP
SIS_01 .omprom|se mpall Frocess T0857 Suspend Operations
firmware detected Control




CEMol Step 7: Develop Data Collection Schedule

From the initial collections schedule, additional capabilities were added to address other

requirements associated with Incident Response, Control Validation, and Compliance to the NIS
CAF. Supplementary information identifying aspects such as data retention requirements, alert
priority, were also added to give a comprehensive data collection schedule, as shown in Table 4.

Table 4: CEMoL data collection schedule example

Data
. Alert
Stor | Data 1CS Kill Mitre Alert Prese
Asset ID Information Data Source age | Retention | chain L. Action Enabled
. TTP Priority | nted
Loca | Period Phase(s) n
tion
Prevent
Malware Application Lateral . connection of
MVS_01 SIEM | 6 Months TA0109 [ High CSsoC
Detected Logs Movement laptop to
controller
Files written to .
. . . Incident
MVS_01 media (with Device Logs SIEM | 6 Months | N/A
. Response
media ID)
User Authentication Incident
MVS_01 . SIEM | 6 Months | N/A
Authenticated | Logs Response
Prevent
Compromised | Application Lateral . connection of
Laptop_01 Local | 6 Months TA0109 [ High Local
code detected | Logs Movement laptop to
controller
. Prevent
Compromised . i
. Application Lateral . connection of
Laptop_01 |firmware Local | 6 Months TA0109 [ High Local
Logs Movement laptop to
detected
controller
Malware Application Incident
Laptop_01 Local | 6 Months | N/A
Detected Logs Response
Connection Application Incident
Laptop_01 Local | 6 Months | N/A
made to PLC Logs Response
User Authentication Incident
Laptop_01 . Local | 6 Months | N/A
Authenticated | Logs Response
Periodic Impair
Compromised o P . Suspend
SIS_01 validation of Local | 6 Months | Process T0833 High Local .
code detected Operations
SIS code Control



https://www.ncsc.gov.uk/collection/caf/cyber-assessment-framework
https://www.ncsc.gov.uk/collection/caf/cyber-assessment-framework

Compromised | Periodic Impair
) . . Suspend
SIS_01 firmware validation of Local | 6 Months | Process T0857 High Local .
) Operations
detected SIS firmware Control
Next Steps

Having analysed the threat, identified the TTPs related, and the logging and monitoring required to
understand if the threat was present in their ICS/OT environment, the Admin Corp ICS/OT Security
team then start a piece of work to understand “how” to undertake logging and monitoring of their
ICS/OT environment to be able to implement what is required to help monitor against the specific
threats they worked through the process.

Statement of support

This guidance has been produced with support from members of the Industrial Control System
Community of Interest (ICS-COI) for publication via the Research Institute for Trustworthy Inter-
connected Cyber-Physical Systems (RITICS), with support from the National Cyber Security Centre
(NCSC). This guidance is not intended to replace formal NCSC guidance where already available,
and care has been taken to reference such existing guidance where applicable.

This document is provided on an information basis only, ICS-COI members and NCSC have used all
reasonable care in verifying the guidance contained within using the data sources available to it,
they provide no warranty as to its accuracy or completeness. To the fullest extent permitted by law,
the NCSC and the ICS-COIl accept no liability whatsoever for any expense, liability, loss, damage,
claim or proceedings incurred or arising as a result of any error or omission in the report or arising
from any person acting, refraining from acting, relying upon or otherwise using this document. You
should make your own judgment as regards use of this document and seek independent
professional advice on your particular circumstances.

Reference to any specific commercial product, process or service by trade name, trademark,
manufacturer or otherwise, does not constitute or imply its endorsement, recommendation or
favour by the ICS-COIl or NCSC. The views and opinions of authors expressed within this document
shall not be used for advertising or product endorsement purposes.



