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INTRODUCTION

* A proactive framework to predicting cyber-attacks.

* The cyber analytics space is currently dominated by mono-dimensional linear
analysis.

e Our framework conceptually fuses multiple sources of evidence across
cyberspace to predict events in subsequent stages of the kill-chain.

* Current techniques are limited in their ability to understand the dynamics of
entanglements related to cyber-incidents.

 We provide a multi-dimensional phased analysis of the traditional kill-chain
model using structural vector auto-regressive models.
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CONCEPTUAL FOUNDATIONS

* The entangled cyberspace is a seamless integration of evidence
sources across cyberspace to predict stages of the kill-chain.

* The entangled cyberspace in theory is the fusion of three
conceptual foundations:

* A sequential phased model for perpetrating cyber-attacks.

* A multi-dimensional characterization of cyberspace.

* A structural model for integrating and simultaneously analysing multiple
sources of evidence.
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THEORETICAL FRAMEWORK

THE PHYSICAL DIMENSION

PHASE 5:
A combination of the real world as perceived
from a linear dimension and physical objects
as they exist in cyberspace.

DELIVERY

Network + Real-world

PHASE 6:

EXPLOITATION

PHASE 4:

WEAPONIZATION
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THE SOCIAL DIMENSION

The social dimension is an integration of social
attributes and-inter~relationships owned by human

beings and other related physical, cyber entities in
cyberspace. —

Cyber-Persona + Persona

THE ECONOMIC DIMENSION
The economic dimension characterizes cyberspace as an
enabler of our socio-political-economic-cultural existence.
The socio-political-economic-cultural dimension is
characterized by activities attributed to human be
norms, laws and co-existence.
Politics +Culture + Money




CF1&CFII

a combination of the real
world as perceived from a

Attackers took advantage of weak

Attackers took advantage of weak controls within Target's network and linear dimension and

ity at a Target vendar, gaining a suceessfully maneuvered into the physical objects as they
RN G A L e THE PHYSICAL DIMENSION exist in cyberspace
foothold in Target's inner network. network's most sensitive areas.

|

THE NETWORK LAYER + THE REAL-
WORLD LAYER

an integration of social
attributes and inter-

relationships owned by

human beings and other

1
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Comman
ponize> »Deliver »  Exploit Install &
Control
£ : THE PERSONA + THE CYBER-PERSONA AT G

A entities in cyberspace

THE SOCIAL DIMENSION

Target missed warnings from its anti- Target missed informaticn provided by its
A real-world trigger to intrusion software that attackers were anti-intrusion software about the attackers’ characterizes cyberspace as an
cyber-incident installing malware in its network, escape plan, allowing attackers to steal as THE EGONOMIC DIMENSION e ofou,ysocio'?pmmG,_
. . o many as 110 million customer records. - i
influenced by social, economic-cultural existence. The
economic, political or THECULTURA;LMIE:‘::HLATER+ HEE socio-political-economic-cultural
| ’I ’ dimension is characterized by
cultural factors activities attributed to human beliefs,

norms, laws and co-existence.

The Attack Kill-Chain The Multi-Dimensional Cyberspace
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CF Illl: VECTOR AUTO REGRESSIVE REPRESENTATION OF CYBERSPACE

Cyber Data Space = < Social Space

Y =

-
-
-
-
- -
A
The Physical Space
X3 = 8x11¥pt-1 T+ oo+ BxanXnt-1t Exae
Xz = 8x21X1t-1F t ot ZxonXnt-1 T Exat
X =
Xn = 8xniXyt—1 o+ + 8xnnXnt-1t Exnt
~
~
~
~
~

~

Physical Space
Economic Space

- | ~
| ~
~
[ ~
= ~
v ~
The Social Space S\

The Economic Space
Y1 = 8y11Y1t-1 T+ . + 8y inYnt-1 T Eyat

Y2 = 8y21¥it-1F 0t ot yonYne-1 T Eyac 2y =8y11Z10-1 + F o F BzinZnt-1 + Ez1t

Zy = 8z21Z1t-1F "t ot 8zonZne-1 T €22t

. Zt =
Yn = 8yn1¥Yit-1t -+t 8ynnYnt-1 T Eynt .
iy = gz,nlzl,t—I;' + ot 8znnZnt-1 + €znt
-
Xq e X1t -
X . -

- - -

~y ViVt -
A oy &
Yn oo Ynt

Zy e Zyy
VA .
Zp o Znt

An n X n VAR for each identified dimension of cyberspace

Brunel University London




IMPLEMENTATION
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PHASED ANALYTICAL APPROACH

Evidence from the
Physical Dimension
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RESULTS

Stage 1:

Antecedents

Fitted : VECM

Endogencus Variable: Weighted Share Prices
5D : 15 Features

ED : T Features

Total - 22 Features

Feature Selection: 7 Features
Intra-dimensional Co-integrating rank: 3
Mext Phase Predictiom Accuracy - 55%

Error - 45%

ACC: 55%

Stage 6:

Exploitation -> Attack

Fitted : VAR

Endogenous Variable: DDO S Packets

5D : 1T Features

PD : 32 Features

Total - 49 Features

Feature Selection: I Features
Intra-dimensional Co-integrating rank: 0
MNext Phase Prediction Accuracy - 84_50%

Error - 15.50%

ERR: 45%

ACC: 62.47%

Stage 2:

Antecedents > Recon

Fitted : VE!

Endogencus Wariable: Network Scanner

5D : 15 Features

PD : 31 Features

Total - 45 Features

Feature Selection: 3 Features
Intra-dimensional Co-integrating rank: 3
Mext Phase Predictiom Accuracy - 71_28%

Error - 28 8%

ACC: 71.28%
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ERR: 37.53%

Stage 5:

Delivery = Exploitation

Fitted : VAR

Endogenous Variable: Botnet Activities

5D : 1T Features

PD : 33 Features

Total - 30 Features

Feature Selection: 8 Features
Intra-dimensional Co-integrating rank: 0
MNext Phase Prediction Accuracy - 84.50%

Error - 15.50%

ERR: 28.8%

ACC: T2.61%

Stage 3:

Recon > Weaponization

Fitted : VAR

Endogencus Variable: Weapomnization

5D : 16 Features

PD : 31 Features

Total : 47 Features

Feature Selection: 12 Features
Intra-dimensional Co-integrating rank: 0
MNext Phase Prediction Accuracy - 64.81%

Error - 34_19%

ERR: 22.39%
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Stage 4:

Weaponization -> Delivery

Fitted : VAR

Endogencous Variable: Injection

5D : 1T Features

PD : 32 Features

Total : 49 Features

Feature Selection: I Features
Intra-dimensional Co-integrating rank: 0
Mext Phase Prediction Accuracy - 72.61%

E 22 39%




FINDINGS

* Findings

* Analytical Characterization of the kill-chain.
* Analytical proactivity in cyber situational awareness.

* Integration of predictive feature scope beyond the network layer.
* Antecedents of cyber-incidents.

* Multi-source data fusion implementation cyber analytics.
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IMPACT

* Implementing Proactive controls for protection of industrial

control systems.
 Understanding the dependencies of entities and events within

the cyber-operating environment.
* Enhancing Situational awareness by understanding the dynamics
of these entanglements in a multi-dimensional, multi-level

cyberspace.
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* THANK YOU FOR YOUR TIME!!
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