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CEDRICS Communicating and evaluating risk and dependencies
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How much should safety and security be integrated?
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Slogan “If it’s not secure, it’s not safe”



Security-informed safety and resilience - overview
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Security-informed safety and resilience
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Many projects: Sesamo, Aquas, IEC, BSI, IET …
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Disclaimer  

Reference to any specific commercial product, process or service by trade name, trademark, 
manufacturer or otherwise, does not constitute or imply its endorsement, recommendation, or 
favouring by CPNI. The views and opinions of authors expressed within this document shall not be 
used for advertising or product endorsement purposes.  

To the fullest extent permitted by law, CPNI accepts no liability for any loss or damage (whether 
direct, indirect or consequential and including, but not limited to, loss of profits or anticipated 
profits, loss of data, business or goodwill) incurred by any person and howsoever caused arising from 
or connected with any error or omission in this document or from any person acting, omitting to act 
or refraining from acting upon, or otherwise using, the information contained in this document or its 
references. You should make your own judgement as regards use of this document and seek 
independent professional advice on your particular circumstances.  

 

  



Assuring autonomy
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Short term

• Landscape and road mapping

– Identify issues with practitioners

• Transport, Nuclear,

• Resilience community 

– Develop issues

• Breadth and selective depth

– Combine 

• Technology and threat awareness

– Develop R&D roadmap

• Progress research

– Tempo and agile assurance cases

– Model based trade-off analysis
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Safety and Security: trade-off analysis

• Trade-offs analysis between safety and security is often done 

qualitatively. The modelling approach to resilience improvement 

offers a quantitative alternative.

• Trade-offs between safety and security may be subject to review 

and change throughout the development process and after 

deployment 

– e.g. targets decided early may become infeasible or new threats 

may emerge

• We will scope tool support for quantitative trade-off analysis which 

covers the entire product life-cycle of safety-critical development: 

from feasibility to maintenance.
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Model-driven approach to improving cyber- resilience 

of complex systems

• Explore role of reference model will assist decision makers to identify the 

space of credible alternatives.

• Compare using high-fidelity models, which will be derived for the specific 

“base-line” system and solved using PIA:FARA tools, designed to do that.
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Reference Model
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