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How much should safety and security be integrated?
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Slogan “If it’s not secure, it’s not safe”
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Security-informed safety and resilience - overview
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Security-informed safety and resilience

Systems of Risk Training Assurance Standards and
systems assessment and policy policy
F Framework
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Connected automotive ecosystems — Impact of
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Short term

« Landscape and road mapping
— ldentify issues with practitioners
« Transport, Nuclear,
* Resilience community
— Develop issues
« Breadth and selective depth
— Combine
« Technology and threat awareness
— Develop R&D roadmap
* Progress research
— Tempo and agile assurance cases
— Model based trade-off analysis
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Safety and Security: trade-off analysis

« Trade-offs analysis between safety and security is often done
gualitatively. The modelling approach to resilience improvement
offers a quantitative alternative.

« Trade-offs between safety and security may be subject to review
and change throughout the development process and after
deployment

— e.g. targets decided early may become infeasible or new threats
may emerge

* We will scope tool support for quantitative trade-off analysis which
covers the entire product life-cycle of safety-critical development:
from feasibility to maintenance.
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Model-driven approach to improving cyber- resilience
of complex systems

Reference Model

~
- / ~
— >

-~ / ~<
__---"" Reference médel implementation.._

7 ¥ T
Implementation Implementation Implementation
model 1 (IM1) model 2 (IM2) te model n (IMn)

|
\\ Likely loss : Likely loss I Likely loss
\\ N | A /' /?\
\ : : /! |
\ . :
\ ”Solvmg:’ the IM models )/
\ ! | J/
\ \ I ' /
AN \ | : /
A \ I 7/
\\ \\ | ! i
\\\ \\\ + | ‘///
RN Simulation Engine - -

Explore role of reference model will assist decision makers to identify the
space of credible alternatives.

Compare using high-fidelity models, which will be derived for the specific
“base-line” system and solved using PIA:FARA tools, designed to do that.
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